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THIS CHAPTER PROVIDES AN OVERVIEW OF THE FUNCTIONALITY AND FEATURES OF THE ALTUS ANDROID AUTH SDK.

The purpose of the DigitalPersona Altus Android AUTH SDK is to allow you to add authentication to your Android
applications. The Altus Android AUTH SDK lets you authenticate DigitalPersona Altus users quickly and easily using
an Altus Server and the authentication policy defined by the Altus administrator. The following authentication methods
provided in Altus can be accessed through the SDK.

* Password

« Fingerprint

* Live questions
* PIN

The DigitalPersona Altus Android AUTH SDK provides authentication only -- user enrollment must be handled
through an Altus client.

When you install DigitalPersona Altus Workstation or Kiosk, the DigitalPersona Altus Android AUTH SDK runtime
is installed as well. As shown in the diagram below, your application runs on workstations that are also running one of
the Altus clients.

The SDK can be used for the following:

« Authenticating users with the authentication policy used by DigitalPersona Altus Workstation/Kiosk and
optionally reading a user secret.

« Retrieving and saving user secrets. Secrets are cryptographically protected and are released to an application only
after successful authentication of the user. Secrets are stored in the Altus database and roam with the rest of the
user data.

« Using custom authentication policies which extend the Altus administrator’s policies or create new policies.

The DigitalPersona Altus Android AUTH SDK observes all of the settings in Altus regarding its communications with
the server, supported credentials, policies, etc. Your application can require additional credentials (i.e., you can create
a custom authentication policy), but if secret release is required, your application must meet the requirements of the
policy set by the Altus administrator.

Deployment

The Altus Android AUTH SDK is deployed as an Android Archive Library (aar). The library should be referenced in
the build.gradle dependencies section of your application.

Target Audience

This guide is for developers who have a working knowledge of the C++ programming language. In addition, readers
must have an understanding of the DigitalPersona Altus product and its authentication terminology and concepts.

Chapter Overview

Chapter 1, Introduction (this chapter), gives an overview of the SDK’s purpose, describes its audience, cites resources
that may assist you in using the SDK, identifies the minimum system requirements needed to run it and lists the
DigitalPersona products supported by the Altus Android AUTH SDK.

Chapter 2, Installation, contains instructions for installing the SDK on your development system.
Chapter 3, Available features, describes the features exposed through the APl and the GUI that supports them.
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1. Open the “Server Manager” and launch the Add Roles and Features Wizard by selecting “Add Roles and
Features” from the “Manage” menu.

2. On the Select installation type page, choose “Role-based or feature-based installation” and click “Next.”
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1. Open the “Server Manager” and choose to add a Role by selecting “Roles” in the left panel and then “Add Roles”
in the right panel.

2. On the Select Server Roles page, choose “Web Server (IIS).”

3. When asked to “Add features required for Web Server (11S)”, click “Add Required Features”.

4. Back on the Select Server Roles page, click “Next” A page displays containing an Introduction to IIS. Click
“Next”
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* Delete secret
* Authenticate
To test these functions
1. Enter your test domain name and user name.

2. (For most functions) enter the name of a secret (data to be tested).

3. Tap on one of the available buttons to test that function.

4. You will be asked to authenticate before performing any of the functions. A new screen displays, where you will
type your username and password. But first you need to grant Superuser permission to the application. Tap
Grant.

5. Once authenticated, the requested operation will be performed, and a message displayed indicating the result. Or
an error message will be displayed.

6. Tapping the Authenticate button takes you to the credentials page, explained in the next section.
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result - the operation result.
user - Altus user which requested the operation.
secretName - secret name of the data requested.
Returns: None.
Throws: None.

Method onDoesSecretExist

Prototype:

void onDoesSecretExist(
DPResult result,
DPUser user,
String secretName,
boolean doesSecretExist);

Description
Method is called when an operation (DPAItusClient::doesSecretExist) is completed.
Parameters:
result - the operation result.
user - Altus user that requested the operation.
secretName - secret name of the data requested.
doesSecretExist - boolean value which specifies whether or not a corresponding secret exists.
Returns: None.
Throws: None.

Method onDeleteSecretUl

Prototype:

void onDeleteSecretUl(
DPResult result,
DPUser user,
String secretName);

Description
Method is called when an operation (DPAltusClient::deleteSecretUl) is completed.

Parameters:
result - the operation result.
user - Altus user which requested the operation.
secretName - secret name which was removed.
Returns: None.
Throws: None.

Method onAuthenticateUl

Prototype:
void onAuthenticateUl(
DPResult result,
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Activity activity,
IDPConfig config);

Description: Create an object with a given parent activity and configuration settings.
Parameters:
activity - parent activity.
config - configuration settings.
Returns: None.
Throws: None.

Method setConfig

Prototype:
void setConfig(
IDPConfig config);

Description: Method sets Altus server settings.
Parameters:
config - configuration settings.
Returns: None.
Throws: None.

Method setContext

Prototype:
void setContext(
Activity activity);

Description: Method sets parent activity.
Parameters:

activity - parent activity.
Returns: None.
Throws: None.

Method setOnCompletedListener

Prototype:
void setOnCompletedListener(
OnCompletedListener onCompletedListener);

Description: Method registers a callback to be invoked when operation has completed.
Parameters:
onCompletedListener - the callback that will run.
Returns: None.
Throws: None.

Altus Android AUTH SDK - Developer Guide






Description: Method shows authentication activity and returns requested secret data upon successful authentication.
When the activity is done OnCompletedListener. onReadSecretUl method is called.

Parameters:
authActivityTitle - activity title.

credentials - set of credential IDs that are available for authentication. If parameter is null, then all supported
credentials will be used.

user - Altus user whose secret should be read. If user is empty, authentication acitvity works in verification
mode, otherwise in identification mode.

secretName - secret name stored on the Altus server.
Returns: None.
Throws: lllegalArgumentException, IllegalStateException.

Method writeSecretUl

Prototype:

void writeSecretUl(
String authActivityTitle,
EnumSet<DPCredentialType> credentials,
DPUser user,
String secretName,
char[] secretData);

Description: Method shows authentication activity and writes requested secret data upon successful authentication.
When the activity is done OnCompletedListener. onWriteSecretUl method is called.

Parameters:
authActivityTitle - activity title.

credentials - set of credential IDs that are available for authentication. If parameter is null, then all supported
credentials will be used.

user - Altus user whose secret should be written. If user is empty, authentication acitvity works in verification
mode, otherwise in identification mode.

secretName - secret name stored on the Altus server.
secretData - secret data.

Returns: None.

Throws: IllegalArgumentException, IllegalStateException.

Method deleteSecretUl

Prototype:

void deleteSecretUl(
String authActivityTitle,
EnumSet<DPCredentialType> credentials,
DPUser user,
String secretName);

Description: Method shows authentication activity and deletes requested secret upon successful authentication. When
the activity is done OnCompletedListener. onDeleteSecretUl method is called.
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